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Introduction

Royal Holloway, University of London (RHUL) is an academic centre of excellence in cyber
security, one of eight such centres in the UK recognized by GCHQ (Government Communications Headquarters). Most of the research in information and cyber security at RHUL is
undertaken by members of the Information Security Group (ISG), which is one of the largest
academic information security groups in the world. The ISG is also one of the oldest groups
of its type, having worked on cryptography since the mid-1980s and taking its current name
in 1990. It was the ﬁrst institution in the world to oﬀer a masters degree (or indeed any other
degree) in information security, accepting its ﬁrst students in 1992. There are now over 2000
alumni of the course, many working in senior information security roles in government and
industry.
The ISG is a department within the School of Mathematics and Information Security at
RHUL, having its own Director (Prof. Keith Martin) who reports directly to the Head of the
School. The ISG employs sixteen full-time and two part-time members of staﬀ (Fuchsberger
and Ng), all of whom are actively involved in information and cyber security research. Some
members of the group focus almost entirely on academic research, while others—notably
Cid, Ciechanowicz, Fuchsberger, Mayes, Mitchell, Paterson and Price—maintain strong links
with industry and undertake industrial research and consultancy. Of the sixteen full-time
academics, seven are full professors. The ISG is privileged to have several distinguished
visiting professors, including Henry Beker, Whitﬁeld Diﬃe, Paul Dorey, Dieter Gollmann,
David Naccache and Richard Walton, who are among the most prominent academics and
industry ﬁgures in information security research. The activities of the ISG are supplemented
by the research of Prof. Simon Blackburn, Dr James McKee and Prof. Rüdiger Schack, who
are oﬃcially members of the Mathematics Department. There is also increasing collaboration
between the ISG and the Department of Computer Science, in particular the Theory of
Computing and Computer Learning groups.
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Research Activities

The ISG was founded by a group of mathematicians and computer scientists with interests
in cryptography, and research in this area remains an important part of the ISG’s activities. It has expertise in cryptanalysis (Blackburn, Cid, Murphy and Paterson), combinatorial
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cryptography (Blackburn, Martin and Ng), quantum information theory and cryptography
(Schack), provable security (Paterson) and message authentication codes (Mitchell).
The pioneering recent work of Paterson (EPSRC Leadership Fellowship “Cryptography:
Bridging Theory and Practice”) examines the weaknesses of implementations of secure protocols and seeks to develop appropriate models for reasoning about the security of those
implementations. Paterson’s work has considered SSH [8], IPsec [29, 30] and SSL/TLS [52],
all protocols that are very widely used and generally assumed to be secure. His work ensures
that the ISG maintains a high proﬁle and reputation for innovation in modern cryptographic
research.
Blackburn and Martin’s recent EPSRC-funded work on key predistribution in sensor
networks (“Eﬀective Key Management for Wireless Sensor Networks”) uses innovative
mathematical models to eﬃciently administer keying material in lightweight ad hoc networks [9, 47, 48]. In fact, some of the earliest work on combinatorial designs for key predistribution [51] was undertaken Mitchell and Piper at the ISG. Other research of a combinatorial
nature includes the work of Blackburn and Ng on codes that have applications in privacy protection and digital rights management [10, 11]. Ng’s recent work focused on the provision of
trust and privacy in the area of announcement schemes in vehicular ad hoc networks [18, 42].
She has collaborated with internal and external colleagues in several publications in this area.
Murphy helped develop the ﬁeld of diﬀerential cryptanalysis [39] and, together with Cid,
has written a widely-cited book on the cryptanalysis of the advanced encryption standard [20].
Cid continues to work on novel algorithms and techniques for cryptanalysis [6, 7], as well as
exploring novel cryptographic mechanisms [19] and applications of game theory to system
security [59].
Walter is an expert in fast algorithms for exponentiation—a vital operation in many
public-key cryptosystems [64]. His recent work has focused on the development of algorithms
that can operate on platforms with very limited computational resources [63].
The Smart Card Centre1 (SCC) has been part of the ISG since 2002. It began as a
collaboration between academia and industry, originally attracting funding from Vodafone and
Giesecke & Devrient. The research of the centre is concerned with smart cards, smart tokens,
and the associated systems and applications. The SCC is at the forefront of academic research
in its areas of interest, SCC researchers (Hancke, Markantonakis and Mayes) having published
around 100 peer-reviewed publications since the centre’s formation. Current research areas of
particular interest include RFID security [35, 36, 40, 43], near ﬁeld communications [31, 32],
and new models of smart card ownership [1, 2].
The ISG also conducts research into socio-technical and organisational aspects of information security, two broad and rapidly expanding disciplines that include many topics of crucial
importance to the science of cyber security. The research in this area is led by Coles-Kemp,
with Price and Pavlovic also having interests in this area. In 2008 Coles-Kemp was part of a
team that was awarded the the VOME project (Visualisation and Other Methods of Expression) that was concerned with both the social (people, on-line privacy and consent [22]) and
the organisational (design principles for on-line services and personal information management [23, 60]). This project pioneered visual research methods and other forms of engagement
and data collection [21] that enabled grounded social science research to take place in a wide
range of demographics. Coles-Kemp has subsequently been awarded a further three grants—
funded by AHRC, EPSRC and the EU and worth in excess of £1,000,000—to use and extend
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these research methods in a variety of areas including criminal justice and family welfare,
organisational security and public service delivery.
The research of the ISG has a strong focus on the security of systems and technologies,
including the foundations of trust (such as key management infrastructures and trusted computing), the development of secure, large-scale applications and systems (such as workﬂow
management systems, mobile telephone networks, computational grids and national infrastructure), and to applications (such as payment systems and identity management systems).
Paterson as principal investigator, with co-investigators Crampton and Price, worked on
the EPSRC-funded project “Novel Security Architectures and Policy Management Techniques
for e-Science”. This work considered the use of alternative key management techniques to support security services in computational grids [27, 44]. Paterson, with various co-investigators
from the ISG, also acquired funding in excess of £1,000,000 as part of the International Technology Alliance, funded by the US Department of Defense and the UK Ministry of Defence.
This funding has supported research in the security of systems of systems and led to work on
the security of MANETS [34], information ﬂow [61] and risk-based access control [28], and
currently supports work on cryptographic mechanisms for protecting the security of hybrid
coalition networks.
Mitchell has a wide range of research interests, encompassing authentication [16, 41] and
identity management [5], MAC algorithms [37, 38], network security [14] and trusted computing [17]. Tomlinson shares Mitchell’s interest in trusted computing [33, 66] and mobile
networks, having been principal investigator on the EPSRC-funded project “Instant Knowledge: Secure Autonomic Business Collaboration” and the recipient of funding from the Mobile
VCE project.
Wolthusen has a wide range of interests including biometrics [45], network security [34] and
forensics [3]. He is recognised internationally as an expert in critical infrastructure protection
and has published widely in this area [49, 50]. He was co-chair of the programme committee
for CRITIS (International Workshop on Critical Information Infrastructure Security) in 2007
and 2008. He is the principal investigator on the EU-funded project “Internet of Energy”
worth almost £500,000.
Pavlovic has an exceptionally diverse range of interests in cyber security, including mathematical models of trust [53, 55], the application of formal methods [58] and game theory [56]
to information security, and quantum cryptography [54]. His recent work [56, 57], questioning
Kerckhoﬀs’ Principle that there is no security by obscurity, has received considerable interest
and funding. He is the director of ASECOLab at RHUL, for which he has secured substantial
funding, some of which supports two post-doctoral research assistants and ﬁve PhD students.
Cavallaro joined the ISG in January 2012, bolstering our expertise in distributed systems
security. Cavallaro has worked previously as a post-doctoral research assistant with the
inﬂuential researchers Prof. Christopher Kreugel and Prof. Giovanni Vigna at University of
California (Santa Barbara) and Prof. Andy Tanenbaum in Amsterdam. His work focuses on
malware and program analysis [12, 46, 62] and tools for identifying potential vulnerabilities
in programs [13, 67].
Crampton’s work has a broad range of interests in authorization and access control, including the design of models for access control [15, 65], languages for specifying authorization
policies [26], authorization and the enforcement of business rules in workﬂow management
systems [24], and cryptographic access control mechanisms [25]. He is co-investigator, with
Prof. Gutin and Prof. Cohen from Computer Science, on an EPSRC-funded grant to study
the problems related to the enforcement of complex business and security rules in workﬂow
3

systems.
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Esteem Indicators

The ISG is held in high regard by the academic community, as evidenced by the involvement
of its members in editorial and review work. In particular, members of the group sit on
the editorial boards of many inﬂuential journals in information security: Designs, Codes and
Cryptograph (Cid), IEEE Communications Letters, The Computer Journal, Designs, Codes
and Cryptography, International Journal of Information Security and Information Management and Computer Security (Mitchell2 ); and Journal of Cryptology (Paterson). Paterson
is co-editor-in-chief of the book series Information Security and Cryptography published by
Springer. Senior members of the group are each asked to join between ﬁve and ten conference
programme committees every year, with other members of the group also accepting similar
invitations on a regular basis. Paterson was chair of the programme committee for Eurocrypt
2011, one of the two premier conferences in this area. The ISG has also hosted a number
of academic conferences in recent years, including Pairing 2008, CARDIS 2008, SCC 2010,
WISTP 2012 and InTrust 2012; and this year will host IDMAN 2013 and ESORICS 2013 (for
which Crampton will be programme co-chair).
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Facilities

The ISG facilities include a security lab, a virtual penetration testing lab, and two labs hosted by the SCC. The security lab hosts a number of platforms (running a variety operating
systems) on a segregated and conﬁgurable network. The platforms in the lab are fully conﬁgurable and the lab has a range of network hardware available, including ﬁrewalls, routers
and switches.
The virtual penetration testing lab is available to all students and is accessible from
general purpose computer labs. The lab consists of a number of servers and services running
on virtual machines with various vulnerabilities pre-seeded and a penetration testing toolkit.
Students learn about penetration testing within this “closed” environment and are able to
develop their penetration testing skills without risk to production systems.
A virtual server hosting platform is also provided to give students and staﬀ the capability
of hosting services and servers in the datacenter. This has been used for computationally
expensive operations as well as for development and demonstrations of security software,
particularly where multiple servers and operating systems are often required, or are clientserver based. This platform has been used to develop proof-of-concept implementations of
PhD research, notably by Haitham Al-Sinani for his work on CardSpace/OpenID [4], and by
Chunhua Chen in the course of his research on the UbiPass application.
The SCC labs house hardware and software dedicated to the development, testing and
analysis of applications for smart cards and RFID tags. The hardware includes smart card
and RFID readers, mobile devices, probe station, equipment for side-channel analysis, and
conﬁgurable logic devices.
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Vision and Strategy

The ISG has expanded its range of research interests considerably since its inception. In the
last few years, the appointments of Coles-Kemp, Pavlovic and Cavallaro have continued the
development of the ISG’s “portfolio”. The research of the group now embraces many existing
and emerging aspects of information and cyber security.
• Coles-Kemp has a wide range of interests in the socio-technical and organisational issues
that are widely recognised as being of crucial importance in information and cyber
security.
• Wolthusen has recently obtained funding to work on security concerns in smart energy
grids.
• Tomlinson conducts research on the privacy concerns that arise in social networks.
• Cid and Pavlovic share an interest in the economics of information security and “rational” security, with a focus on the applications of game theory to cyber security.
• The Smart Card Centre is conducting pioneering research on the security implications
of near-ﬁeld communications.
The ISG is committed to maintaining an innovative and state-of-the-art teaching programme, which, in turn, has informed the research of members of the group. A notable
example of the way in which teaching has inﬂuenced our research is the work of Paterson on
the practical, rather than abstract, vulnerabilities that exist in protocols that are widely used
and had been presumed to be secure. The ISG has recently introduced teaching modules
on cyber security and economics of security, and a third module that will cover inter alia
the security implications of outsourcing and the increasing use of personal mobile devices as
workplace tools. We expect that the development of these modules, in consultation with our
wide range of contacts in industry and government, will inform some of the future research
directions of the group.
The ISG continues to be energetic in its pursuit of external funding to support its research activities. In the last year alone, members of the group have been involved in funding
proposals on topics as diverse as cyber defence (Wolthusen), cyber security (Markantonakis),
cartographies for cyber security (Coles-Kemp), trust-building in networks (Pavlovic), and enforcing compliance with business rules in information systems (Crampton), the majority of
which have been funded. The ISG is also seeking to establish collaborations with industrial
partners to fund PhD studentships; Crampton, Markantonakis, Martin and Paterson have
all recently secured funding for postgraduate research students. The CEReS (Consortia for
Exploratory Research in Security) call gave rise to a number of new, exciting collaborations
between members of the ISG and the Mathematics and Computer Science Departments. Four
of the ten proposals that will be considered for CEReS funding, following an initial selection
from outline proposals, include one or more members of the ISG.
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